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Disclaimer: 

This document is provided for informational purposes only. While Switch strives to make the information in 
this document as timely and accurate as possible, Switch makes no claims, promises, or guarantees about 
the accuracy, completeness, or adequacy of the contents of this document. The information in this 
document is subject to change; please contact Switch for the latest version of the document. 
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Introduction 
The SWITCH app and service, by its nature, collects many different types of sensitive information, including: 

• Credit card numbers 
• Website login and 

password 
• Email addresses 

• Mailing addresses 
• Phone numbers 
• Birthdates 

SWITCH stores information for multiple websites, credit cards, and people—and updates this information 
across numerous websites. This information makes updating and using credit cards on websites safe, easy, 
and convenient. 

Online convenience simply requires stronger security.  

Switch prides itself on its complete dedication to (and strong background in) security, and uses an extensive 
array of solutions to safeguard SWITCH users’ private information. These solutions involve combinations of 
end-to-end encryption (data being transmitted as well as encryption on disk and in memory), the use of a 
strong master password known only to the user, strong communication security for the user’s active 
session, optional two-factor authentication, the use of alerts for significant account events, and the adoption 
of industry leading standards for security and compliance. 

Security Approaches 
Some of the security approaches used by SWITCH are summarized in the table below. 

Sensitive Information  Security Approaches  

Master password User must use strong password requirements when creating the 
master password. 
Password is never stored anywhere and only known to the user. 
Password can be augmented with two-factor authentication. 
User locked out after incorrect password entered six times. 
Password hints and security questions can help user remember 
the master password. 

Data on the user’s device User data resides only in device memory, and is never saved in 
persistent storage. 
Data is stored in the SwitchSafe encrypted vault, which no one can 
access except the user. 
Sensitive data is not easily or fully displayed in the app. 
When logged in, additional security measures protect user data, 
including inactivity timeouts and single user sessions. 

Data transmitted over the 
Internet 

SWITCH sends and receives data using SSL/TLS security with 1024 
bit keys. 
All data sent between a user’s computer and SWITCH servers is 
encrypted using AES encryption. 
Only one user session at a time is allowed; no simultaneous 
access. 
Sensitive user data is doubly encrypted within the SwitchSafe while 
in transit to and from the end user device and SWITCH servers. 
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User data stored by SWITCH The SWITCH Secure Service Infrastructure runs on top of secure 
Amazon Web Services (AWS). The AWS infrastructure uses security 
best practices and is compliant with PCI DSS Level 1 security 
standards. 
All user data is encrypted within SWITCH storage services. 
All Switch employee and contractor access to storage systems is 
limited, strictly monitored, and audited. 

 

About This Document 
This document provides a high-level overview of some of the vital security measures Switch has put in place 
to protect app users’ sensitive data. The following security measures are described in this document: 

• Master password 
• End to end encryption 
• SwitchSafe security for sensitive user data 
• Two-factor authentication 
• Additional security options: inactivity timeout, alerts & notifications, lockouts, single session access 

Please contact Switch if you would like additional information on security standards or specific 
implementation, or more details on back-end security measures. 

Master Password Overview 
During sign-up, the user creates a SWITCH master password, known only to that user, that is used to log into 
the SWITCH app and use SWITCH app features. The master password is required to be strong; see 
“Password Strength Specifics” for more information. 

A user must provide their master password during many different scenarios. The master password is 
required when the user: 

• Provides a credit card online using Switch* 
• Views or edits credit card details in the SWITCH app* 
• Logs into a web site* 
• Resets his or her master password 
• Accesses the Security tab in Settings 
• Accessed the My Notes and Lost Wallet features from the SWITCH Dashboard Quick Links* 
* In these cases, the master password is only required if the user’s security settings in the SWITCH app 
specify it. 

The master password is also required after the user-designated time-out period occurs (this can range from 
15 minutes to 8 hours). 

Protecting the Master Password 
The master password is only used to prove a user’s identity to Switch, and to generate keys used to encrypt 
the user’s SWITCH information. Because the master password guards the user’s sensitive data, protecting 
the master password is paramount—and Switch takes the protection of this data very seriously. 

The SWITCH master password is protected in several ways: 
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• The master password is never known by anyone except the user. 
• The master password is not stored locally on disk on any of the user’s devices. 
• The master password is never stored in browser memory that could be recovered; when it is in 

memory, it is AES encrypted1. 
• The master password is never stored on SWITCH servers, thus cannot be compromised by hackers, 

or even Switch staff. 
• The master password is never transmitted over the Internet in any form.  

The master password likewise can only be changed from the security settings page of the SWITCH app. 

In addition, the master password cannot be recovered if it is forgotten. However, the password can be 
reset, which does provide some amount of account recovery; see “Resetting the Master Password” for more 
information.  

If additional account access protection is desired, the master password can also be complemented by 
configuring two-factor authentication. See “Two-factor Authentication” for more information. 

Password Strength Specifics 
	
SWITCH mandates a strong master password to protect the user’s sensitive data. When a user creates the 
SWITCH master password, only passwords designated as good, strong, or very strong are permitted. 
A master password requires the following criteria to be considered good: 

1. Must contain at least 8 characters 
Block3! would be rejected 

2. Must not contain any spaces.  
3. Must contain exactly 2 of the following 3 character types: 

o uppercase letters 
o numbers 
o special characters (such as !@#$%^&) 

Example: Blockhd34 is scored as good—it contains more than 8 characters, contains 1 lowercase letter, does 
not have 3 or more repeated or consecutive letters or numbers (34 is only 2 consecutive numbers), and 
contains EXACTLY 2 of the 3 different character types (1 uppercase letter and 1 number). 

For a password to be considered strong, it must meet the above mandatory criteria for good and only ONE 
of these additional criteria: 

• contains all 3 of the character types (1 or more uppercase letters, 1 or more numbers, and 1 or more 
special characters) or 

• contains at least 10 characters 

Example: Both Blockhead34 (more than 10 chars.) and Blockhd3! (uses all 3 character types) are both strong. 

For a password to be considered very strong, it must meet all mandatory criteria for a good password and 
both of the strong password criteria. 

Example: Blockhead34! is scored as very strong—it meets the good requirements and both of the strong 
requirements: it contains more than 10 characters, and uses all 3 character types: 1 uppercase letter, 2 
numbers, and 1 symbol. 

																																																																				
1	Password	encryption	uses	AES-256-XTS	as	part	of	the	RDS	Volume	encryption.	For	more	information,	see	https://d0.awsstatic.com/whitepapers/KMS-
Cryptographic-Details.pdf		
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Resetting the Master Password 
Since no one else knows a user’s master password, if a user forgets the master password, there is no way 
for that user to use the SWITCH app, or access any of the information stored in the app.  

Two methods are provided within SWITCH to help users remember their master password: 

• A password hint 
• Security questions that can be set up by the user 

It is highly advised and expected that users will remember their password. (If a user knows their existing 
master password, it can be changed anytime without issue.) 

Therefore, resetting the master password should be viewed as an emergency last resort to recover a 
SWITCH user account. If a user resets their master password, the user can recover much of their SWITCH 
profile information, like their list of websites and basic profile information. However, sensitive information, 
like card numbers and passwords and so on, are not recoverable. 

Users will need to add any of this sensitive information back into SWITCH. For instance, they will need to 
reenter all credit card numbers (including expiration date and back-of-the-card security codes (CVV’s)), card 
notes, all site passwords and site notes, as well as any secure notes.  

End-to-End Encryption 
End to end encryption is a type of communication where only authorized users on each end of a 
transmission can read the data sent. Without end-to-end encryption, sensitive user data could be 
intercepted and read by hackers. SWITCH uses multiple layers of sophisticated encryption to ensure that 
users’ data is protected at every stage where it is used. 

To this end, SWITCH communicates to the SWITCH servers (stored securely with Amazon Web Services) 
securely using HTTPS. HTTPS connections (on the client side) are performed using OpenSSL. The SWITCH 
app communicates with the browser securely using private/public key encryption. Data is encrypted using 
the 256-bit Advanced Encryption Standard (AES). SWITCH sends and receives data using SSL/TLS security 
with 1024 bit keys. 

In addition, all sensitive user data is also encrypted on disk and in memory using a proprietary technology 
called the SwitchSafe. This technology, combined with already encrypted communication, provides a double 
layer of encryption protection for all highly sensitive user data. To learn more about the SwitchSafe, see 
the next section, “The SwitchSafe: Securing Sensitive User Data.” 
 

The SwitchSafe: Securing Sensitive User Data 
SWITCH user accounts are protected with a strong master password, and all data on the SWITCH servers is 
also encrypted. SWITCH adds yet another level of security by protecting the most sensitive user data using 
technology called the SwitchSafe. Sensitive data includes information like usernames, passwords, and 
financial data as well as secure notes. 

The SwitchSafe can only be accessed by users who provide the secure master password to open the safe. 
This password is never transmitted from the user device and is not stored by SWITCH. So not only is all 
account data already encrypted, the SwitchSafe doubly encrypts the most highly sensitive information. 

Advantages of the SwitchSafe approach: 
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• No one can access data in the SwitchSafe without the master password: not hackers or even Switch 
employees. 

• The SwitchSafe is only open (decrypted) when a user is logged in. 
• SwitchSafe greatly eases PCI compliance efforts and strengthens the data security position 

significantly. 
• SwitchSafe improves data protection security on the end user’s device. 

So how does using SwitchSafe for sensitive data keep data secure? No one can see sensitive SWITCH user data 
because it is never readable. Not when it’s on your device, not when it’s being transmitted (since it’s still in 
the SwitchSafe, in addition to being transmitted securely), and not when it’s on a SWITCH server. 

SwitchSafe Technical Details 
The first time a user stores any data, symmetric keys are generated from the user’s master password. These 
keys are never stored anywhere, and are always re-generated from the user-provided master password. 
Once the keys are generated on the end user device, an empty SwitchSafe is created and encrypted and 
stored in the user’s profile. As credit cards, site logins/passwords, or secure notes are added by users, the 
highly sensitive user data is stored in encrypted form within the user’s SwitchSafe. 

The encrypted SwitchSafe is unintelligible random data, which is unlocked with keys that are derived from 
the user’s master password on each of the user’s devices. Each user’s SwitchSafe contains three types of 
SWITCH information: 

• User login names, passwords, and user-created notes for any websites. 
• Sensitive PCI material for credit cards like account numbers, card verification numbers, and 

anything else deemed sensitive by PCI. 
• All SWITCH Secure Notes for this user. 

Two-factor Authentication  
SWITCH provides optional two-factor authentication—a security method used by many websites and apps to 
provide an additional layer of security that goes beyond a username and password.  

Why is it called two-factor authentication? Because when it’s used, logging in to a site or app requires two 
different items: 1) the password (which the user already knows) and 2) a special code (that is generated on 
the fly).  

With two-factor authentication enabled, users will need to provide a six-digit single-use code in addition to 
their master password to use SWITCH. 

This six-digit code can be generated in one of three ways: 

• A text message sent to the user’s phone 
• An email message sent to an email address the user specifies 
• The Google Authenticator app, which must be set up for use with SWITCH 

When the user receives the code, they will be asked to provide it immediately after the master password. 
Once they’ve done that, they’ll be able to use SWITCH. The user can decide whether to be prompted for the 
special code every time they log in, daily, or weekly (depending on the amount of security they want). 

Why is two-factor authentication useful, and, in fact, a very good idea? By combining SWITCH’s master password 
with two-factor authentication, a user can ensure that even if a hacker learns or guesses their master 
password, the hacker will not be able to log into SWITCH without also having access to the user’s mobile 
phone or email. 
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Other Security Options 
SWITCH provides several additional security options, described below. 

Notifications and Alerts 
SWITCH provides notifications in the Dashboard when significant events occur: for example, when the 
master password is changed, when a site’s login information has been updated, a payment method is 
updated, or a site or card is deleted. 

Users can also choose to be alerted directly by text or email when specific events occur. 

Device Tracking 
SWITCH leverages browser information to track (or “fingerprint”) systems and browsers to provide another 
layer of protection against unauthorized access. Users can see which devices and browsers have accessed 
their SWITCH data, and when they accessed it. 

Users can also set alerts to be notified whenever new devices or browsers log into SWITCH. 

Account Locking 
Users who fail to provide the master password six consecutive times will have their account access locked 
for a period of 30 minutes. If the user fails again to provide the correct password any time after the 30 
minutes has expired, the account is locked permanently until the user contacts Switch technical support and 
verifies their identity correctly. 

User Inactivity Timeouts 
User inactivity timeouts can be configured by the user—from 15 minutes of inactivity through 8 hours. After 
the inactivity time is reached, the user will be logged out of their session and must log in again with their 
master password.	


